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Executive summary

Datadog, Dynatrace, GCP, Splunk and New Relic (5) were shortlisted to run compete analysis due to
their wide offering of capabilities to display full observability at scale. Among the five, GCP fares the
worst in terms of offerings. Other competitors worth mentioning for its unique offerings are SolarWinds
(Recommendations per VM host or cluster), IBM (3D infrastructure map).

Key findings:

1. Single pane of glass. With exception of Google Cloud Platform (GCP), the other four
integrate both infrastructure and application monitoring for faster troubleshooting.

2. Sortffilters functions. Display at the top of the dashboard

3. Data visualization. Heat map is generally the preferred because it displays a high-density
overview which lets users quickly identify which VMs at risk.

4. Headliners. Show key health metrics of VMs/Hosts/Instances to get a clear picture of the
system. Selecting any metric will filter to display relevant info.

5. Metric charts. Data sorting to manipulate data to get insights. Offers linked entities, traces and

logs to gain greater visual transparency into data.
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Instances status Disk/ 10

Datadog Y - VMs running, VMs in 'Y — Warning, Datadog Agent: The Datadog Agent is software that runs on your hosts. It collects events
scale sets, Azure VM No data and metrics from hosts and sends them to Datadog, where you can analyze your
monitors, Failed VMs, monitoring and performance data.

Avg running VMs by
region

Dynatrace Y - Host health, Linux Y - Critical Y Y Y Y Dynatrace brand alerts as problem notification. A single problem that contains all
Hosts, Windows Hosts incidents that share the same root cause.

Google Cloud Y — Virtual machines Y Y Y N Y Google Cloud Monitoring GPU performance on Linux/Windows VMs - To help with better

Monitoring utilization of resources, you can track the GPU usage rates of your virtual machine (VM)

instances. When you know the GPU usage rates, you can perform tasks such as setting
up managed instance groups that can be used to auto-scale resources.

Splunk Y - Active Hosts, Active Y - Critical, Y Y Y Y Splunk has a dependencies section to indicate what services or containers are running
hosts per Instance Type, Major, Minor, on these instances.
Active hosts by AZ Warning, Info

New Relic Y - Active Hosts, Active Y - Known as Y Y Y Y New Relic offers the most extensive options to visualize data namely List (Table),
hosts per Instance Type, Events Navigate and Lookout e.g. List, Navigate, Lookout. Demo

Active hosts by AZ

Honorable

mentions

Solarwinds Y Y Y Y Y Y SolarWinds Virtualizaton Recommendations resource - Lists all active and predictive
recommendations listed per VM host or cluster. Select the recommendations link to
troubleshoot all recommendations.

IBM Y Y Y Y Y Y Use 3D data-viz for at scale monitoring. Allow users to switch modes e.g. Container, Pod,

Node and Host. Focuses mainly on AKS.


https://docs.datadoghq.com/agent/?tab=Linux
https://docs.dynatrace.com/docs/observe-and-explore/notifications-and-alerting/problem-notifications#tabgroup--problem-notifications--incident-management
https://cloud.google.com/compute/docs/gpus/monitor-gpus-windows
https://youtu.be/D2HOkAh3ohw?si=ZN-VDzgm1UgbpzE8&t=32
https://documentation.solarwinds.com/en/success_center/vman/content/vman_gsg_navigate_ui.htm

1. Single pane of glass

While Datadog, Dynatrace, Splunk and New Relic offers full stack and/or integrated infrastructure +
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2. Pivot

Sort/filter functions are critical features which enables users to manipulate data to get insights much easier.
All 5 offer these functions both from macro (entire monitoring of all features) and micro (individual monitoring
of a feature) within the monitoring system.

New Relic 2024

= Filter by name or tags [J saved views v

Suggested filters: | “operatingSystem" = 'macOS' *apmApplicationNames" = 'sample-python-app' | ()

New Relic 2024

Datadog Azure VM integration |

77 EJAzure VM Overview
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@ % latency < 10s
Overview
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Datadog infrastructure monitoring ® apm-application-production > Entity summary 2
— @ infinito-trace-batch-consumer > Traces
E @ Hosts v Filterby availability-zone x Fill by: % CPU utilized v avg v Sizeby: v - v Do s
] Brows: plicatior Logs
no availability-zone 89 hosts eastus 82 northcentralus eastus-1 us-west3-a 2 web-portal
( ® 9

Splunk infrastructure monitoring

EC2 Instances
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3. Data visualization

Datadog and New Relic stand out for its innovative use of data visualization. Datadog allows users to zoom
in and out of the heat map to zero in issues to deep dive. New Relic offers various types of data-viz e.g. List
(Table), Navigate and Lookout. Honorable mention: IBM Instana uses a 3D data-viz map.

Datadog

Demo: Datadog-hostmap-compressed.mp4

@ Hosts v Filter by availability-zone x Fill by: % CPU utilized v avg v  Size by:
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USWS View host in: Dashboard | Networks | Processes | Containers
Apps @ Agent Tags
T Datadog Agent: # Datadog
TR System cluster-name:demo-11287-aks-northcentralus
5 GNU/Linux - 4 CPU - 4 vCPU - 10.240.0.18 - 16.796 - 260.89G cluster_name:demo-11287-aks-northcentralus datadog_app:shoj
env:prod kube_cluster_name:demo-11287-aks-northcentralus
Container host:aks-agentpool-21451434-vmss00000S
Kubelet Version v1.18.10
Docker Swarm inactive A Azure
Docker Version 19.03.14+azure availability-zone:northcentralus
Metrics (as of <1 min ago) client_id:f1504495-28da-4e99-85f6-a5e37a23c863 cloud_provider:
% CPU utilized 100 % creationsource:vmssclient-aks-agentpool-21451434-vmss
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https://microsoft-my.sharepoint.com/:v:/p/jazzyloh/EXp32s00RNZIrHMEL8f7aCUB7NCr58q3edM8NV7NXunrqg?e=qIXvLp&nav=eyJyZWZlcnJhbEluZm8iOnsicmVmZXJyYWxBcHAiOiJTdHJlYW1XZWJBcHAiLCJyZWZlcnJhbFZpZXciOiJTaGFyZURpYWxvZy1MaW5rIiwicmVmZXJyYWxBcHBQbGF0Zm9ybSI6IldlYiIsInJlZmVycmFsTW9kZSI6InZpZXcifX0=

4. Headliners (Key metrics)

All 5 displays these key metrics namely: Alerts, Events, CPU, Memory, Network, Storage/Disk I/0. They

surface the most critical and relevant key metrics/issues. Datadog lists VMs by top 5, 10 or 5%
Datadog
Suggesfedﬁllers: ‘apmApplicationNames" = 'sample-python-app' @

New Relic Overview Problems
Summary System Network Processes Storage Docker containers @
VMs Running VMs in Scale Sets Problems

fF Hosts ® = Filter @ Applications = Filter g2 Events = Go'to Events 4 Alerting §2 View activity stream 715 318

1 1 0 0 critical 0 Warning Azure VM monitors

Metrics 1

CPU (%) v co A Memory used (%) v oo Disk used (%) v Disk utilization (%) v
STATUS MONITOR NAME

40 400

m [Mahi Demo] Azure VM network in high
Active Hosts Active Hosts Per Instance Type Active Hosts by AZ Failed VMs Avg Running VMs by R...
<J FAILURES RESOURCE_GROUP COUNT

me_dev-aks-sho. 22
mc_prod-aks-sho.. 22
L N me im.tect im.te A

Total VMs

Top Instances by CPU % Top Images by Mean CPU %




5. Metric charts

All 5 have offers more chart options which allows user to manipulate data e.g. Clone/delete/edit widget,
convert to alert chart, show/hide legend ... They provide relevant tools to guide users to dive into logs and

traces in their diagnose and troubleshooting journey. New Relic offers some of the most extensive list of data
sorting options.

New Relic 2024

Hosts

Dashboard & Classic = & Naviaator 22 Lookout from May 13, 01:57 pm to May 16
01:57 pm

New Relic 2024

=S e Disk used bytes
= IpMA lame
Disk used (%)

Suggested filters: | "operatingSystem' ="l i tilization (%)

Disk write utilization (%)

Summary System Network Process . )
Disk writes per second
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Load average 15 min
00 Hosts € Load average 5 min Ve O Alerting

7 = Memory free (%)

/ - 0 Critical 0 Warni

Memory free bytes

Memory total bytes

Metrics Memory used bytes
Swap free bytes 3 apm-application-production > Entity summary [7

— Swap total bytes
CPU (%) v 4 k fee (%) v
Swap used bytes

® infinito-trace-batch-consumer > Traces

3 Brows tior Logs

Disk used (%) v

Application'résponse time web-portal

Applicatiofthroughput
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6. Other competitors worth mentioning

SolarWinds Virtualization Manager (VMAN) — Recommendations per VM Host or
cluster

Recommendations (0)

Grouped by: Clusters/Hosts with Recommendations

PROBLEMS BY PRIORITY CLUSTERS/HOSTS WITH RECOMMENDATIONS RECOMMENDATIONS

IBM Instana — 3D Infrastructure map

IBM Instana S .‘ to monitor your own environment? Try it free

< Nov 04 .
2 Infrastructure ® \asthour ¥ | B> Live

Filters w

1 Open issue
m discount (robot-shop/discount-c
0491-7fc7699774-hw7tr)

Containerd Container © CONTAINER MEMORY USAGE IS GREATER THAN 50%

Check memory usage of containerised processes and or increase the memory limit of the container
(o] shboard | A\ 11ssue via configuration.

Started 2024-11-04, 09:04:56
Containerd Container
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04c1fodéedeb ~ el v Grouping
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ger.io/peppy-vertex-158106/demo/discount:2.0.1 — Cloud Foundry Application
fgs""cai""d namespace B Cloud Foundry Space
Docker Compose project name
g?z??l‘-‘ém 09:03:21 (9 hours ago) <« Docker image
Updated At e

2024-11-04, 09:03:21 (9 hours ago) Kubernetes namespace

Containerd Version S Marathon application ID
17.19 _

Nomad task name
Zone

Container labels
+
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Datadog

Datadog Infrastructure Monitoring | Datadog

Demo: Datadog-hostmap-compressed.mp4

Cheatsheet-AzureVirtualMachine.pdf



https://www.datadoghq.com/dg/enterprise/it-infrastructure-monitoring/?utm_source=bing&utm_medium=paid-search&utm_campaign=dg-infra-ww-general&utm_keyword=infrastructure%20performance%20monitoring&utm_matchtype=p&utm_campaignid=428329236&utm_adgroupid=1296324579995393&msclkid=cf8838b4671e1c5a7d855f9535b0ac6f
https://microsoft-my.sharepoint.com/:v:/p/jazzyloh/EXp32s00RNZIrHMEL8f7aCUB7NCr58q3edM8NV7NXunrqg?e=qIXvLp&nav=eyJyZWZlcnJhbEluZm8iOnsicmVmZXJyYWxBcHAiOiJTdHJlYW1XZWJBcHAiLCJyZWZlcnJhbFZpZXciOiJTaGFyZURpYWxvZy1MaW5rIiwicmVmZXJyYWxBcHBQbGF0Zm9ybSI6IldlYiIsInJlZmVycmFsTW9kZSI6InZpZXcifX0=
https://microsoft-my.sharepoint.com/:b:/p/jazzyloh/EWvPFY31dtRCrBewHpAWIIIBRSwnr0xm69oAz2TP2m8Z2A?e=aYqAlE
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https://microsoft-my.sharepoint.com/:b:/p/jazzyloh/EWvPFY31dtRCrBewHpAWIIIBRSwnr0xm69oAz2TP2m8Z2A?e=aYqAlE
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World Class VM Monitoring Experiences

Monitoring VM Processes

04-server-with-metrics
22\C
ApplicationFrameHost
CRON

ConsoleClient
Explorer

FAHClient
FAHCoreWrapper

v User Group

Q Filte

values

EC2AMAZ-ICVIU31\Ad...
EC2AMAZ-ICVIU31\dda...
EC2AMAZ-TUSPI3U\A...
EC2AMAZ-TUSPI3U\dda...
NT AUTHORITY\LOCAL ..
NT AUTHORITY\NETWO...
NT AUTHORITY\SYSTEM
NT SERVICE\MSSQLFDL...

> Service Group
> Env Group

> Team Group

Host Map Infrastructure List
Overview Distribution Metrics

Q Search

v CORE

v Command Group

Q Filter 360 values

Containers Processes Serverless Network

Filter by Select tags

v Summary Graphs

Scatter Plot RGNS

x-axis Avg v TotalCPU% <~ on Llogscale v yaxis Avg ~ RSSMemory

[] Hide Controls Showing 1-50 of around 19K matching processes

PROCESS

java com.datadog.demo.Application -Ddd.integration.jdbc.enabled=false -Ddd.profiling.continuo...
java com.datadog.demo.Application -Ddd.integration jdbc.enabled=false -Ddd.profiling.continuo...
java com.datadog.demo.Application -Ddd.integration.jdbc.enabled=false -Ddd.profiling.continuo...

java com.datadog.demo.Application -Ddd.integration.jdbc.enabled=false -Ddd.profiling.continuo...

Log scale

v Groupby Selecttags v

B3 Mon, Nov16,8:13:19am | & m &

+ Create Metric v

~ Showing 333 command groups by x-axis metric (Total CPU %)

W RN .

(X4
< €
1 10 100
L]

USERNAME ~ HOST CPU %! RSS MEMORY STARTED (AGO)
root i-0c532d663ad02f446 32% 168 4 hours

— .
root i-06f1a59f3ed2387ae | 2% . 1GB 12 hours
root i-061d89be3e5057e8f 30% 744 MB 2 hours

— '
root i-008121946e3dcb7fe 31% 794 MB 31 minutes

— '

Datadog



@ Hosts  ~ Filter by availability-zone x Fill by: % CPU utilized v avg v  Size by: v |- v =]
Datadog

no availability-zone 89 hosts eastus 82 northcentralus 36

us-west3-a 25

us-east1-c 25 us-centrali-a 19 eastus2 19 centralus 19 us-eastd-a 16 westus2 15 eastus2-1 14
w‘
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“‘.‘.‘.‘. ‘.“‘.‘.‘.\ o N ‘.‘... ‘.—.‘-, o ...‘. ‘....\ ‘.‘.‘..

@ aks-agentpool-21451434-vmss00000S 4= Mute Host

Aliases: aks-agentpool-21451434-vmss00000s-demo-11287-aks-northcentralus, aks-agentpool-21451434-vmss00000S, 1ae67fb7-c9fc-4693-b463-b788c0b70e20
View host in: Dashboard = Networks = Processes = Containers

Od Apps @ Agent ) Tags '

us-wes

Datadog Agent:
gres ¢ Datadog
[‘agent | System cluster-name:demo-11287-aks-northcentralus
@ m m > GNU/Linux - 4 CPU - 4 vCPU - 10.240.0.18 - 16.79G - 260.89G cluster_name:demo-11287-aks-northcentralus datadog_app:shopist
g - e env:prod kube_cluster_name:demo-11287-aks-northcentralus
Container host:aks-agentpool-21451434-vmss00000S
m m m Kubelet Version v1.18.10
(‘j [ redis | [ shopist | Docker Swarm inactive A Azure =
m Docker Version 19.03.14+azure availability-zone:northcentralus *
Metrics (as of <1 min ago) client_id:f1504495-28da-4e99-85f6-a5e37a23¢863 cloud_provider:azure 8]
% CPU utilized 100 % creationsource:vmssclient-aks-agentpool-21451434-vmss 100

Undated < 1 min ag name:aks-agentpool-21451434-vmss_28 operating_system:linux

Copyright Datadog, Inc. 2021 - 35.4546690 - Master Subscription Agreement - Privacy Policy - Cookie Policy - Datadog Status —+ @ All Systems Operational

Datadog Infrastructure Monitoring | Datadog Demo: Dat -hostmap-compr
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https://www.youtube.com/watch?v=7vszJnJcdHY
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Google Cloud
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Observe and monitor VMs | Compute Engine Documentation | Google Cloud
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Splunk

Infrastructure Monitoring (IM) Tour

Splunk Infrastructure Monitoring & Troubleshooting workflow demo
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New Relic

New Relic Infrastructure (2024)
New Relic Observability Platform | New Relic (2021)

Introducing our new infrastructure monitoring experience - YouTube (2021)
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SolarWinds

Explore your VMAN environment
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